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Problems with benchmarking in general
● Vendors vs Customers

○ Vendors want to show best numbers
○ Customers want to know real world performances
○ Customers want to compare several implementations

■ Pure Software
■ Pure Hardware
■ Hardware / Software mixed implementations

● Vendors tend to do their own thing, numbers are not comparable

● Developers need
○ Benchmarking is part of development iteration loop
○ Need to be short
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ML-DSA sign overview
● 3 parameter sets: ML-DSA-44, ML-DSA-65, ML-DSA-87
● 2 modes: Hedged and Deterministic
● 4 interfaces: Pure, Pre-Hash, Internal and External-mu
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ML-DSA sign’s repetition
● External-mu:

○ Decompress key
○ For repetition = 1 to 814:

■ Generate candidate signature
■ If candidate signature is secure

● Break
○ Format signature and return it

● repetition average:
○ ML-DSA-44: 4.25
○ ML-DSA-65: 5.1
○ ML-DSA-87: 3.85

● Problem: repetition > 20 can happen
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Problems with benchmarking ML-DSA sign
● Lot of variants→ambiguity about measurement boundaries
● Non deterministic execution time

○ Fixed key
○ Fixed input size 
○ Use ‘DETERMINISTIC’ variant

→ you still get huge execution time variation (max/min > 20!)

● ML-DSA-87 repetitions:
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How to benchmark it properly ?
● Test vectors tailor made for performance benchmarking

○ Include a best-case 
○ Include high repetition count with specific occurrence probability
○ Add more to match average repetition count

● One caveat: it works only for DETERMINISTIC mode

● Benchmark key expansion and sign operation
○ Some computation can be shifted to key generation

● Benchmark all memory sizes
○ ML-DSA offers a lot of time-memory trade-offs

● Many other details explained in the paper
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Generating test vectors
● Fork and instrument mldsa-native 
● Low probability cases are hard to find: 

○ Need consistent probability for all parameter sets
○ Search over 2 Trillions signature achieved only a probability of 2-37

● Result: only 108 test vectors to cover the 3 parameter sets
● Code is open source: BTVG-MLDSA 
● We intend to search lower probability cases

https://github.com/pq-code-package/mldsa-native
https://github.com/sebastien-riou/BTVG-MLDSA
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Why 2-37 isn’t low enough ?
● Systems with real time constraints

○ Timeout = Failure
● Automotive “V2X” for example
● Max signature/s limited by FIT budget

● Example with 1% of FIT budget for 2-37 probability
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Benchmarking ML-DSA on MCUs

● Open source code: crypto-benchmark 
● Multi platform:

○ ARM Cortex-M3 and higher
○ RV32IMC
○ RV64IMC
○ Adding new ones is easy

● Companion repositories:
○ crypto-benchmark-stm32u5 
○ crypto-benchmark-m5531 

● Report as CSV and LATEX tables

● Measurements:
○ Cycle count
○ Stack size
○ Heap size
○ Static RAM size
○ Read only size

● Sizes for one parameter set
● Integration with Renode

○ Not the real cycle count
○ Good enough to compare 

implementations

https://github.com/sebastien-riou/crypto-benchmark
https://github.com/sebastien-riou/crypto-benchmark-stm32u5
https://github.com/sebastien-riou/crypto-benchmark-m5531
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Size results on STM32U5A5
Size for ML-DSA-87 key generation, deterministic sign and verify, KiB.
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Performance results on STM32U5A5
Performance of ML-DSA deterministic sign, 69 bytes message, 0 byte context, Million cycles.
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What about long messages ? (STM32U5A5)
Performance of ML-DSA-87 deterministic sign, 0 byte context, Million cycles.
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Conclusion
● ML-DSA + real time constraint is tricky 
● Using dedicated test vectors is advantageous:

○ Get accurate average with low number of runs
○ Get best case 
○ Get worst case for a given occurrence probability

● We made such test vectors publicly available
○ Python
○ C
○ Verilog
○ Json (following ACVP format)

● Open source code
○ Test vector search
○ Portable benchmarking framework
○ Demo with multiple SW libraries

● Help wanted: search for better test vectors (lower probability cases, need a LOT of CPU-hours)



14Public - Copyright PQShield Ltd - All Rights Reserved

Thank you


